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3HAHUE — CUNA: 3ALLNTW CEBA U BJIN3KMX OT MOLWEHHNYECTBA HA ®VMHAHCOBbIX PbIHKAX

MOLIJEHHVI‘-IeCTBO B pa3Hbix cdepax HaAWEN MHWU3HU MNPUCYTCTBOBAJIO
BCerga, U cerogHA oHO npuobpeTaeT HoBble GOPMbI, HTO BO MHOIMOM
00yCNI0BIEHO NOABMEHNEM U pa3BUTMEM GUHAHCOBBLIX TEXHOMOrMIN. KaK 3awm-
TUTbCA OT Yrpo3 COBPEMEHHOr0 (UMHAHCOBOrO PblHKA, KaK pacno3Hatb WX
M YTO OHU M3 cebs NpeAcTaBAAT — BOT OCHOBHbIE BONPOCHI, KOTOpble Npef-
naraeTcA pacCMOTpPeTb HUMKe.

B3AB 3a npuHUMN wM3BeCTHoe NaTUHCKoe wu3pedeHne «Praemonitus,
praemunitus» («[peaynpexaeH, 3HAYUT, BOOPYHEH»), BOOPYHKMMCA 3HAHUAMM
no ¢GMHAHCOBOW rPAMOTHOCTU U TaKMM 0OPA30M He TOSIbKO OCTaBMM MOLLEHHU-
KOB HM C YeM, HO U HAY4YMM, KaK He MonacTbCA K HUM Ha YOO04YKY, CBOMX POAHbIX,
Apy3en N 3HaKOMBbIX.

Yaule BCEro MOLWIEHHWKM OBHapy*KMBAOT Ccebf B MOMEHT Hallero B3auMo-
LecTBMA C 6AHKOMATOM, NPV COBEPLLEHUN MOKYMOK, ONAaThl YCyr B MHTEPHETE,
npy NONyYeHUN QUILMHIOBLIX PACCHIIOK MM B 60NEe CNOMHbIX CUTyauMax —
Korga MpoMCXOoaWT yTeyka KoHpuaeHUManbHoW uHdopMaumun, Hanpumep m3-3a
He3aLUMLLEHHOrO COeIMHEHNA B CETM.

PaccmMoTpuM Hambonee pacnpoCcTpaHeHHble MOLLEHHUYECKNE CXeMbI U BbISIBUM
npasuna 6e3onacHoro GMHaHCOBOro NoBeAeHu .

BAHKOMAT: NMPABUJIA OCTOPOHHOI' O
NCMOJIb3OBAHNA

BaHKoMaTbl 6bIBalOT a4anTMPOBAHHLIMK (OOCTYMHbIMKM) M HeadanTUpPOBaH-
HbIMW. A0ANTUPOBAHHbIN ([OCTYMHbBIN) HaHKOMAT — 3TO YCTPOWCTBO Ans 0bCny-
HMBaHMA Nl0den C UHBANMOHOCTbIO MW OFPaHWYeHUAMU MO 340pOBblo. Takue
6aHKOMaTbl MOrYT OT/IMYATBLCA pa3MepamMu, HaaMumMeM ocoboro MporpamMMHOro
obecrneyeHnsa unm, HanpuMep, crneunanbHbIM ayaMopa3beMoOM, B MOMEHT UCMOSb-
30BaHUA KOTOPOro 6aHKOMAT MepexoAuT B CreunabHbli persuM Ans paboTol
C He3pAYMMM AepHaTenAMN KapT.

OpnHaKo TaKkue 6aHKoMaTbl pacrnosioxeHbl He Be3ae. C 04HOW CTOPOHbI, aAanTu-
POBaHHbI 6aHKOMAT — 3TO HEOHXOAMMOCTb, U MOMbITKM HANTW ero AnA coBep-
LWeHMA onepaLmin NOHATHbI U onpaBaaHbl. C Apyron CTOpOHbI, HeNb3A 3abbiBaTb
0 6e30MacHOCTH, Befb pacnosioKeHne 6aHKkoMaTa MMeeT OYeHb BarkHOe 3Haue-
Hue. Hanpumep, ans He3pAYero KAneHTa Bolbop Meray AOCTYMHbIM 6AHKOMATOM,
HaxXo4AWWMMCA Ha yNnLLe, U HeaAANTMPOBaHHBIM B oduce 6aHKa — HeoAHO3HAYEH.
Henb3a 3abbiBaTb, YTO UCNONb30BaTb 6aHKOMAT Ha ynuLe 6osee pUCKOBAHHO,
4yeMm B oduce 6aHKa. Ecnm 6aHKoMaT He afanTMpoBaH — MOMNPOCKTE NOMOYb BaM
COTPYAHMKA 6aHKa, NOMMLENCKOro, Apyroe AOMKHOCTHOE SIMLO WU 3HAKOMOTO,
KOTOpPOMY Bbl JoBepsAeTe.
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Mpn ncnonb3oBaHMM 6aHKOMaTa He 3abblBanTe M 0 APYruX NpaBunax 6e3o-
nacHoctu. MoMHuTe, yto MNH-Koa HeobxoauMo AepHKaTb B TalHe, ero HUKorga
HeNb3A coobLaTh TPETbUM LM, M MO3TOMY 6e3onacHee UCnonb3oBaTh Te H6aH-
KOMaTbl, pacrnosioKeHne KOTOpbIX He MO3BOJSIAeT MOCTOPOHHUM JIOAAM Haxo-
anTbeA pagom ¢ Bamu. [Npu Beoge NMH-Koga Bcerga npukpbliBante Knasuatypy
pyKoii. KnaBmatypa 6aHKoMaTta ocHalleHa TaKTU/IbHbIMU METKaMu, Y4TOo MO3BO-
NAeT He3pAYMM nosb3oBaTtensaM BeBoauTb MNH-Koa 6e3 NoCTOpOHHEN MOMOLLIM.
TaKune MeTKM Yallle BCero npeactaBnAlT coO0l BbICTYMbl HA KHOMKAax, COOTBET-
cTBytoWMX undpe 5, Knasmwam BBoAA, KOPPEKLUN 1 OTMEHbI. B HeKoTopbIx Criy-
yasAx Ha KnasmaTtypy 6aHkoMaTa HaHocuTcA WpndT bpanns.

TpaH3aKkumu, noaTeepHaeHHble [MNH-kogoM, ocrnopuTb oO4YeHb  TpPYAHO,
MOCKOJIbKY MO YC/IOBUAM [0rOBOPA, 3aK/4AEMOro ¢ 6aHKOM Mpu NosyveHun
nnatexHoun KapTbl, NMH-Ko4 He fonMKeH 3HaTb HUKTO, KpoMe Bnajesnbla KapTbl.
Ecnm BaM Hy*KHO CHATb Ha/MYHbIE, HO Bbl UCMbITbIBAETE 3aTPYAHEHUA, HE nepe-
nasanTte csoto KapTy U NWH-Koa K Hel TpeTbUM inuaMm, nydlle nepeBeamTe HyH-
HYI0 CYyMMY Ha KapTy TOMY, KOMy Bbl JOBEpPAETE M KTO FOTOB BaM NOMOYb, NMOMpO-
CMB 3TOr0 YeNloBEKa CHATb AS1A BAC Hanu4Hble. MNpu obpalleHnn 3a NoMoLbio
cobnofante 0CTOPOXHHOCTb, He NpuberanTe K ycayram, ecim BaM NpeasioXunamn
nx 6e3 Ballel Npocbbbl HenmocpeacTBeHHO y 6aHKoMaTa. Bo3MOXKHO 3T0 06bly-
Hble HepaBHOAYLWHbIE FPaXKaaHe, HO AnA obecneveHnsa cobCcTBeHHON 6e3onacHo-
CTW NydLle OT TaKOM NOMOLLM OTKa3aTbCA.

ByabTe BHMMATENbHbBI NPY 3aBepLUEHNM OnepaLuii ¢ 6aHKOMATOM — MO OKOH-
YaHMKU oMepaunM MOXHO YC/bIWaTb XapaKTepHbIN WeN4oK, CBUAEeTeNbCTBYOLWMNA
0 TOM, 4TO 6aHKOMAT BEpHYN BaM KapTy, — 3abepute KapTy cpas3y e, KaK ycibl-
WwmnTe ero, nHade vyepes 30-40 ceKkyHa 6aHKOMAT B Liensax 6€30MacHOCTN 3aXBaTUT
KapTy obpaTtHo. [leHbry, BbidaBaeMble HaHKOMATOM Yepe3 npe3eHTep (0TBep-
CTve 4N BblAaun HaNMYHbIX), TOXe byayT 4OCTYMHbI B cpegHeM 0Koo 30 ceKyHA,
Mo UCTEeYEeHUM KOTOopbiX 6aHKoMaT 3abepeT 6aHKHOTLI 06paTHO B TaK Ha3biBae-
MYIO pefKeKT-KacCceTy, KOTOPYIO BbIHUMAKT M3 6aHKOMaTa TOJIbKO MpY MHKacca-
uunn. lNMpouecc Bo3BpaTa AeHer MOMeT pacTAHYTbCA Ha HECKOSIbKO AHewn. B cny-
Yyae, ec/iM Bbl MOManM B TaKyl CUTyaLMio, HEMEeAIEHHO MO3BOHUTE WAW JINYHO
obpaTuTecb B 6aHK, M3NOMWUTE CyTb CBOEN MPO6MAEMbl U CnefynTe WMHCTPYK-
umAam onepaTtopa. CKopee Bcero, BacC MOMPOCAT HanucaTb 3aABfieHME: OT PYKK
WM B cucteMe MobUNbHOro/MHTepHeTOaHKa. He neperkuBarite: KapTy BaM eciu
M He BEPHYT, TO NepeBbINyCTAT, @ AeHbIMM 3a4MCNIAT Ha CYET BCKOPEe MocC/e MHKAC-
cauuv 1 nepecyeTa HaIMYHbIX B 6BaHKoMare.

CnyyaeTcsa, 4To 6aHKOMAT, M34aB XapaKTepHble 3BYKW, HE BblOAET Ha/IMYHbIX.
O6bI4HO TaK bbIBAET, eC/v B 6aHKOMaTe 3aKOHUMINCH AeHbM BOOOLLE UK Kyntopbl
HeobxoaMMOro AOCTOMHCTBA. B 3TOM criydae AeHbrv He CNMCbIBATCA CO CYETa.
Ecnm e Bbl nonyumnm CMC-cooblieHne o cnncaHum cpefcTs, TO, KaK NpaBumso,
4yepe3 HECKOJIbKO CEKYHA BaM NpuAeT coobLieHre 06 0TMeHe onepaummn 1 AeHbri
BEPHYTCA Ha Ball cYyeT.



3HAHUE — CUNA: 3ALLNTW CEBA U BJIN3KMX OT MOLWEHHNYECTBA HA ®VMHAHCOBbIX PbIHKAX

OfHaKo cyllecTByeT M Apyrasa NpuMyMHA, U CBA3aHA OHA C MOLLEHHUYECKUMU
onepaumsaMu. B 3ToM cilyyae 310yMbILLNEHHVUKM GTOKMPYIOT OKHO Bblauyun aeHer
(oucneHcep) C MOMOLLbLIO CKOTYA WM Pa3/IMYHbIX BUIOK/poratuH. baHkomar
MOMET peLUnTb, YTO AEHbIN BaM yHe BblAaHbl 1 CNUCATb KX CO cHeTa. TaKkaA cuTy-
aumnA BCTpeYyaeTCA pefKko, HO eCn Bbl C Hel CTOSIKHYIMCb — HeMedJ/1eHHO 3BO-
HUTe B 6aHK 1 cnefyinTe coBeTam onepaTtopa.

OMNJIATA TOBAPOB U YCNYT YEPE3 UHTEPHET
NN OPYIr'me ANCTAHUMOHHbBIE KAHAJIbI

Ecnun npu ncnonb3oBaHum 6aHKoMaTa WM onsate MOKYMoK B TOProBblX TOY-
Kax HeobxoaMMa KapTa WM MHoe GeCKOHTAKTHOe YCTPOWCTBO nnaTexa (bpe-
nok, bpacneTt, TenedoH), To Npy ANCTAHUMOHHOM NpPOBEeAEeHMN OnepaLmin Ucnosb-
3yl0TCA [JaHHble MNATEKHOW KapTbl UM OPYroro 6eCKOHTAKTHOro YCTPOMCTBA,
B CBA3W C YeM BO3HMKAIOT OMpefesieHHble PUCKK, KOTOPbIX MOMHO M3beraTb
WY CyWeCTBEHHO CHU3UTb, eC/IM CleloBaTb NpaBuiaM 6esonacHocTy.

[ina Toro 4Tobbl Nyylle pa3obpaTbCa B HWX, OTBETUM HA BOMPOC: KaKue OaH-
Hble NAATEHbIX KAPT UCMOMb3YITCA NPY AUCTAHLMOHHOW onnaTe?

MNperxge Bcero 3To HoMep KapTbl — 0T 16 g0 19 umdp, CpOK OKOHYAHMA Oel-
CTBMA KapTbl M NpoBepoyHbIi Kog (CVC nnmn CVV) — Tpu undpbl Ha 0bpaTHOW CTo-
pOHEe KapTbl, paCnosioKeHHbIe crpaBa OT NoaA 4nA nognucu. Kak npasuno, 3ToT
KOO HeobXo4uM ONA NOATBEPHAEHUA NnaTesa U UMEHHO MO3TOMY MOLUEHHUKN
NbITAlOTCA BCEMU cnocobamum y3HaTb ero y Bac. [Npryem ecnm HoMep KapTbl MOXKeT
COXpPaHATbLCA Y NPOAaBLA, TO AaHHbIN Kog — HeT. [NoMHuTe, yto CVV nam CVC-
KOL HWKOr4a Henb3A nepefaBaTb/HAa3blBaTb TPETbUMM NNLLAM, HUKTO He umeeT
npaBa noTpe6oBaTb OT BaC Ha3BaTb €ro, OTNPaBMTb MUCbMOM UK COOBLLEHMEM.
Ecnn ke 370 npounsowwno, 3HauuT, Bbl UMeeTe Aef10 C MOLLIEHHUKAMMU.

KpoMe 0603HaYeHHbIX PEKBM3UTOB, MHOIMME MHTEPHET-MarasvHbl 3anpaliu-
BalOT UMA AepHaTend. 3Ta MHPopMaLMA UCMONb3YeTCA UCKIIOYNTENIbHO Ha CTO-
pOHE MarasmHa M Mo KaHasiaM MJIATEHOM CUCTeMbl OT MpoAaBLa K SMUTEHTY
KapTbl He NepefaeTcA. KoMnaHuA-nNpoaaseL, 3anpaluvMBaeT ee B Lesax CobCTBeH-
HOM 6e30MaCcHOCTN Ha Cly4ai NpeTeH3un Co CTOPOHbI MoKkynaTens. Ecam cuctema
3anpawmeaeT BBOA UMEHU AepxaTesia ANA onaaTbl NOKYMKNW — Hanuwunte ero,
BaM 3TO HUYEM He FPO3UT.

PocT MoLueHHMYecTBa B BUPTYasibHOW 061aCTV BbIHYAUN MaTeHbIE CUCTEMDI
[06aBWTL elle oAHY CTeneHb 3aWWTbl B MPOLECC COBEPLUEHWUA MiaTeren
4yepe3 MHTEPHET, a MMEHHO OAHOPA30BbIV Napo/b (TaK HAa3blBaemMana TEXHONOMUA
3DSecure). Takol Naposfib MOXeET 6blTb NOAYYEH Pa3INYHbIMK Cnocobamu:

e CNOMOUWbK CKpeTY-KapTbl — cneunanbHom RapTbl CO CHULLAEMbBIM CJ/10eM;

+ C MOMOLLBIO KOAA, PACCYMTAHHOMO CreumasibHbIM YCTPOCTBOM,;
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+ a B nofasnswweM 60obWMHCTBE ciydaeB ¢ nomouwbto CMC unn PUSH-
CO06LEeHNI A — 0HOPA30BbIX Naposiel, HanpaBiAeMblX BaM 6aHKOM-3MU-
TEHTOM KapTbl.

Takoli naponb HeobxoAMMO BBECTM B CMELMASIbBHOM OKHE Mpu MOKYMKe
W CoBepLUeHUN nnartexa vyepes nHTepHeT. Tak #e Kak [MNH-kog, CVV nnn CVC-
KOZl, ero Hesb3A HUKOMY U HUKOrAa coobLaTh, MOCKOJbKY NPV HOPMasibHOW Npo-
Ledype nnaTtexa oH TpebyeTca TONbKO AN1A NPoBeAeHUA NnaTerKa Yepes NHTep-
HeT. Hukakue coTpyaHukn 6aHKka, baHka Poccun, nonuvuum, nobbix Opyrmx
opraHusaumii 1 TeM 6onee YacTHble NMuUa He MMeT npaBa TpeboBaTb OT Bac
MHPopMaLmMo 06 OOHOPA30BbIX KOAAX WM NaponAx [N MNOATBEPHAEHUA
nnarexa.

MHorpa coBeplueHHan BaMy TPaH3aKLUMA MOXET Bbi3BaTb BOMPOCHI Y COTPYA-
HUKOB CNy*KObl 6e3onacHocTM 6aHKka. B 3ToM ciiydae BamM MoryT Mo3BOHWUTH
M NOMPOCUTb YTOYHUTb MHPOPMALIMIO O MOCTeAHUX NPoBeAeHHbIX BaMu onepa-
umAx no kapte. OgHAKO HUKOrAA M HY NMPU KaKUX 06CTOATENIbCTBAX OHU He AOJIHKHbI
NPOCUTb BaC NpefoCTaBuTb TaKyo MHbOpPMaLIMIO, KaK HOMep KapTbl, CPOK ee Aeit-
ctBus unm tem bonee CVV unu CVC-koa n/wunm ogHopasoBbili Naposb. Ecam KTo-To
noA BMAOM COTPYAHMKA GaHKa MbiTaeTcA y3HaTb Yy BaC 3TW CBeleHus, Hemepn-
NEHHO 3aBepLUNTe pa3roBop — Bbl UMeeTe Aefo C MOLWEHHUKOM.

BarkHO cobntogaTh rnaBHbIv NpUMHUMN: BCe, 4To npuwsio no CMC, npeaHasHa-
YeHO TOMbKO A/1A BaC, U HUKaKue noam no tenedoHy He MOryT UHTepecoBaTbCA
3TMMK undpamun. Ecim KTo-To NpocuT BaC Ha3BaTb KO WM OPYryl0 CEKPETHYI0
HbopmMaumto, BbicbiaeMyto BaM 6aHkoM B CMC-cooblieHun, Takne nogn —
0[HO3HA4YHO MOLLEHHUKMN.

OULLINHT

®PuwuHr (aHrn. phishing, oT cxogHOro nNo 3By4aHWO AHMAMACKOrO C/l0Ba
fishing — pblbanka) — 0[1H 13 BUOB MHTEPHET-MOLLEHHMYECTBA, CBoeobpa3Has
«JTOBJ11 HA *KMBLLA» C NMOMOLLIbI0 MACCOBbIX pacchbiiok CMC-cooblieHui 1 cooblie-
HWUIM MO 3NEKTPOHHOM NMoYTe AKOObI OT UMEHWU MOMNYNAPHBLIX KOMMNAHWI UK opra-
Hu3auuii, 6aHKkoB, baHka Poccumn 1 Tak manee, cogepHallux CCbIfIKK Ha NIOMHbIE
CanTbl, BHELUHE HEOT/IMYMMbIE OT HACToALWMX. Llenbio gaHHOro Buaa MoLleHHUYe-
CTBa ABNAETCA NOJIyYeHMe BalUMX KOHPUAEHLMANbHBIX AAHHbLIX: TOMMHOB, Napo-
nen, AAaHHbIX NNLEBBIX CHETOB M HAHKOBCKUX KapT, BalUMX [OKYMEHTOB, 0[JHOPa30-
Bbix Naponen, nonyydaembix no CMC, NMNH-kogos K kaptam, CVV nnn CVC-Kkoaos
n Opyron nHPopmauum, OTHOCALLLENCA K BaM U BaluMM PpUHAHCaM.

O6bl4HO ULIMHIOBbBIE PACCHIIKM MACKUPYIOTCA NoA4 COOBLEHNA OT UMEHM
Bawero 6aHKka, NonyaApHbIX OpraHM3aLmMii UM U3BECTHBIX KOMMaHui. B TeKkcTax
TaKMx Ncem obbIYHO coaeprkuTca MHGopmaLuma o 6OKMPOBKe KapTbl, NepeBoe
WM 3Q4UCNIEHUN CPEACTB, BbIMIPbILLIE B JIOTEPEID, @ TaKKe Npocbbbl 06HOBUTHL
WM NOATBEPAUTb BEPHOCTb MEepPCOHASbHBIX AaHHbIX M3-32 KakMx-nbo npobnem
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C HUMW. TlpK NUCBMEHHOM WM YCTHOM OOLLEHUN 3M10YMbILNIEHHUKN 3anpalun-
BAOT onpefesieHHble AaHHble 60 npeanaraT NPONTU MO CCbIIKE HA CTPAHMULY
danbWMBOro canTta, BHELWHE HEOT/IMYMMOIO OT HACTOALLEro, rae NpocAT HKepTBy
BBECTW HEOOX0AMMble UM MepPCOHASbHbIE AaHHbIe. [onyveHne nogobHon MHdOp-
MaLMKN 3710YMbIWSIEHHUKAMN MOMKET MPUBECTM K Kparke MepcoHasibHbIX AAHHbIX
WA CMINCAHMIO CPEeACTB C KapThbl.

[lnAa Toro 4Tobbl He CTaTb epTBON GULLMHIOBOWN aTaku, HeobxoaMMo cneno-
BaTb NpMHUMNAM 6e30nacHoro noBeaeHus B UHTEPHETE:

* He nepexoguTb MO CCbIIKaM, MPUCIAHHBIM B NOA03PUTENbHBIX UK Heno-
HATHbIX CMC-co06LeHnsX, CO0OLEHNAX INEeKTPOHHOM NOYThI, COLMATbHbIX
ceTeu;

*+  He 3arpyaTb BNOKeHHble daiisbl U3 COOOLLEHMNI, KOTOPbIX Bbl HE OXKMAANN;
+ o0becneunTb HaZeHKHOM 3aLUMTONM CBOM NAPOJIM U HUKOMY KX He NepenaBaTh;

+ He coobulaTb HUKOMY CBOW MEPCOHAsNIbHble AAHHblE — HU Mo TenedoHy,
HW INYHO, HU B KAKUX-NMBO COO0BLLEHUNAX;

+ BHMMAaTeNbHO npoaHanm3upoBaTtb agpec cawta (URL), Ha KoTopbln ocy-
wecTsnAeTcA nepeagpecauna. HecMoTpa Ha TO 4YTO CAWT MOLLEHHMKOB
4aCTO BbIMMAOWUT OYEeHb MOXOXUM Ha HacToAwwmn, ero URL-agpec B 605b-
WMHCTBE C/ly4aeB OT/IMYAETCA OT OpPUrMHASIbHOMO (Hanpumep, 3akaHuu-
BaTbCA Ha .COM BMECTO .ru);

+ He 3BOHUTb Mo TenedoHaM, yKa3aHHbIM B MOO03PUTENIbBHOM COOOLLEHUN.
Ecnn y Bac ecTb COMHeHUA — nepe3BoHUTe B CBOM 6aHK No TenedoHam,
KOTopble NpvBeAeHbl Ha Ballel KapTe WK Ha caiiTe 6aHKa;

+ ropgeprkuBaiTe cBon 6pay3ep 06HOBMEHHBIM U CBOEBPEMEHHO YCTaHaB-
nvBaviTe 06HOBNEHNA 6E30MACHOCTU M aHTUBUPYCHbBIE MPOrpaMMsl.

OUHAHCOBAA NMNPAMNIA

duHaHCoBaA UM UHBECTULMOHHAA NUpaMmnaa — 3To cucteMa obecneyeHus
foxofa 6onee paHHWM MHBECTOPaM MyTeEM MOCTOAHHOMO MpPUB/IEYEHUS OEeHe-
HbIX CpeACTB HOBbIX y4acTHMKOB. OcHoBaTenn dbMHAHCOBOW NpamMuabl obelatoT
MHBECTOPaM CBEPXBbICOKYI0 JOXOLHOCTb, OAHAKO NOAAEPHMBATb TAKON YPOBEHb
JI0XOOHOCTN O/IMTeNIlbHOe BpeMs HEBO3MOMHO, 0COOEHHO NMpW TOM, YTO peasib-
HOM XO3AWCTBEHHO-WUHBECTULMOHHOW [OeATeNIbHOCTU NUpaMuAa, Kak Npaswurio,
He BedeT. DTO 03HA4aeT, YTo noraweHne o0bA3aTeNbCTB Nepen BCEMU YYaCTHU-
KaMu NMpamMmnipl 3aBeJOMO HEBbIMNOJIHUMO.

MpuHUMNMANbHBIM OTAMYMEM (GUHAHCOBOW NMUpamuabl OT peasibHoro 6us-
Hec-npoeKTa ABMAETCA UCTOYHMK BbiniaTbl goxoaa. Ecnim cymma Bbinnat goxoaa
CTabunbHO MpeBbillaeT pa3mep O06aBEeHHOW CTOMMOCTM, KOTOpylo obecneyn-
BaeT AaHHbIN BU3HEC, TO MOMKHO CMeJI0 FOBOPUTb O TOM, YTO MPOEKT ABMAETCA
dVHAHCOBOM NMpaMNOON.
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3avactylo puMHaHCOBbIE NMMpPaMUAbl PErMCTPUPYIOTCA Kak HeKMe opraHu3a-
UMK, NpuBnekawwme cpenctsa Ans GUHAHCMPOBAHMA KaKoro-HMbyab npoeKTa.
B cnyyae ecnm ero peanbHan AOXOAHOCTb OKa3blBaeTCA HUKe 0bellaHHbIX MHBE-
cTopaM [0XOAO0B MM OTCYTCTBYeT BOOOLWE, TO YacTb CPeAcCTB, MOCTYMUBLUMX
OT HOBbIX MHBECTOPOB, HANPaBAAETCA HAa BbINAATy A0x04ad. 3aKOHOMEPHbIM UTO-
FOM TaKoW cUTyaLmm ABNAeTCA 6aHKPOTCTBO NPOEKTa U YObITKN NOCIeAHUX UHBE-
ctopoB. CobpaHHble cpefcTBa HaNpaBNATCA He HA MOKYMKY IMKBUOHBIX BbICO-
KOZOXOAHbIX aKTUBOB MW pa3BuTME BU3HEeCa, a cpasy UCNoNb3YTCA A5 BbiniaT
npeablayWwnM y4acTHUKAM, ONaTy peknamMbl M JoXo4a OpraHvM3aTtopoB. Yem
fonblwe GYHKUMOHMPYET nupamMuaa, TeM MeHblle MPOLEHT BO3MOMKHOIMO BO3-
BpaTa CPeAcTB MNpU ee NMKBUAALNMN.

MOLUEHHWRKA HA TOPI OBbIX
OHJTANH-TNTOLWAOKAX

CerogHA BCce 6OnblUel MOMYNAPHOCTBIO MOJb3YHOTCA Pa3/iyHble TOProBble
OHNAMH-MNOWAAKM, HA KOTOPbIX B TOM YMC/Ie M YacTHble Mua MoryT Npoaatb
WA KYNUTb KaK HOBble, Tak 1 ObiBLUME B YNOTPEeOIeHUN TOBApbI, A TaKHKe pa3nny-
Hble ycnyri. Takue nnowaaKkm NpeacTaBnAlT 0cobbili MHTepec ANA MOLLEHHVKOB.
MonynApHOCTb MOLLEHHMYECTBA B 3TON cucTeMe 06 bACHAETCA 6ONbLINM Konnye-
CTBOM MOJIb30BaTeNEN, KOTOPble pa3MeLLalT CBOM 06 bABMEHMA.

Ha 3Tux nnowagkax MoLEeHHNKK pa60Tar0T B OCHOBHOM M0 HECKOJIbKNM CXe-
MaM, Ccpean KOTOpPbIX MOMHO BblAe/NTb Cieayolmne:

- [lepecbinka ToBapa ¢ npegoniaTton. 3a4acTyio NPOLLECC Kynan-npoaaru
Ha canTe NPoXoauT Mexay nnuamu U3 pasHbix ropogos. [lepen oTnpas-
Kol ToBapa NnoKynaTtesnb 1 NpoaaBeL, 40roBapmnBalTCcA 06 yCnoBusAX nepe-
CblIKM HEOOXOAMMOro ToBapa. MOLWEHHUKN e OeNCTBYIT Cheayiowmm
06pa3oM: NpoJaBeL, 0TKA3bIBAETCA BCTpeYaTbCA C NMoKynaTenemM Ha yaob-
HOWM TeppuTOpUKN N TpebyeT nNpeaonnaTy 3a Nepechblsiky ToBapa WM roBo-
pUT, YTO Y HEro eCTb HECKOJ/IbKO MOKynaTtesnen n oOH OTAACT ToBap B C/lyyae
HeMe4eHHOWN npefonnaThl B pa3mepe, Hanpumep, 10% oT cyMMbl Ha ero
KapTy. [MoKkynaTenb nepeBoAUT HEOOXOAMMYIO CYMMY M OCTAETCA HU C YEM,
TaK KaKk MOLLEHHWK NnponazaeT v nepecraeT BbIXOAUTb Ha CBA3b. [103TOMY
ecnv npoJasel, HauMHaeT TpeboBaTb 3anNaTUTb eMy YaCTUYHYIO UK MOS-
HYH0 CTOMMOCTb TOBapa, UrHOpupYyiTe 3To TpeboBaHWe, a Npu HACTOMYMBOM
BbIMOraTe/IbCTBE MpeKpallarite nobdble KOHTaKTbl. [MogobHble cuTyauum
NErko y3HaBaeMbl U, K COMANEHMIO, BO3HMKAIOT YacTo. CTapantecb B HUX
He nonagaTb, TaK KakKk Te, KTO BCe e COBepLUnT npeaonsarty v He noayuuT
obeLllaHHbIl ToBap, NoTepseT AeHbrn HaBceraa.

- TpeboBaHue otBeTUTb Mo CMC. O4YeHb YAaCcTO MOLUEHHMKM OTMPaBAAOT
C HemsBecTHoro Homepa CMC-coobueHnAa pasNNYHOrO CoAEepHKaHUA.
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Hanpumep, o 610KMpoBKe 0OBABNEHNA 3a HapylleHWe MpaBwus, O Hau-
YUK OTKJIMKOB Ha pa3MelleHHoe o6baBneHue, nNpocbbbl npucnate CMC
C KOLOM [/ OTMeHbl 6/IOKMPOBKM M Apyrue. TakuMm 06pa3oMm, 3/10yMbilL-
NEHHWKN BbIHyaatT otnpaButb CMC, 3a KoTopoe € Bac MOryT cnucatb
KpYMHyto cyMMy. [1nA yBEpEHHOCTM B NPaBOMEpPHOCTM NofobHbIX TpeboBa-
HUIA HEOBX0AMMO 06PaTUTLCA B CIYKOY NMOAAEPHKM UCMOMb3YEMOro CaTa.
Ob6paTnTe BHUMaHWeE, YTO HEKOTOpble MOBUSIbHBIE OMepaTopbl NpeaocTaB-
NAT YyCAyry OTKPbITUA OTAEbHOI0 cHeTa AA OnnaTthl Pa3/IMYHbIX CEpBU-
COB, MOAK/IOYEHME KOTOPbIX CHUMKAET PUCK NOTEPD.

- Pa6oTta c npegonnaton. OgHMM M3 pacnpoCTPaHEHHbIX C/Iy4aEB MOLLEH-
HU4YecTBa ABMAETCA npocbba O npefoniate 3a yCiyru no ycTpoucTBy
Ha paboTy. MoLeHHNKM NPOCAT BHECTU OMNpefeNieHHbIli B3HOC 3a 3aK/o-
yeHne porosopa, obopMieHne OOKYMeHTauMun, NponycKk Ha TeppuUTopuio,
obyuawlme MaTepuanbl 1 Tak ganee. MNonyuns AeHbrY, 3/10yMbILLEHHUKN,
ecTecTBeHHo, ncye3atoT. [lomHuTe! HM ogHa opraHu3auma He bepeT aeHer
y 6yaywmx paboTHMKOB HM [0 MX YCTPOWCTBA Ha paboTy, HKU nocne. Ecin
Bbl CTOJIKHY/IMCb C TaKUMK NpocbbaMn — CKopee BCEro, Bbl UMeeTe [eso
C MOLUEHHMKaMMU.

- [epepaya nepcoHasbHbIX 4aHHbIX. He1obpocoBecTHble NPoAABLbI/MOKY-
naTenv NoA pasfMyHbIMK NPeanoraMm MoryT MblTaTbCA Y3HATb Y BaC /IM4-
Hble AaHHble, HanpuMep HoMep 6aHKoBCKoM KapTbl 1 ee MWH-koa, CVV
nnm CVC-koa, paxke opgHopasosbli CMC-naponb gnA noaTeBepraeHuA
onnatbl. PasrnaweHne gaHHon nHopmMaumm TPETbUM IMLLIAM MOMKET Yrpo-
¥aTb BalLeN MMYHON N GMHaAHCOBOW be3onacHocTu. Ecnm Bbl xoTuTe ObITb
yBepeHbl B 3aLLUMTe JIMYHbIX JAHHBIX U JeHeMHbIX CPefCTB, epHuTe ceese-
HUA 0 HUX Npwu cebe.

«HUTEPUNCKUE» MUCbMA

«Hvrepuiickne» nmMcbMa — 0CO6bIi BMA BbICOKOOPraHM30BaHHOIO MOLLEH-
HUYeCTBa, NOABMBLUMICA No4Tn 40 neT Ha3ad W NoNyYMBLLMIA Hambonbluee pac-
NpoCTpaHeHe C MOABMIEHMEM MACCOBbIX PaCCbIIOK MO 3/IEKTPOHHOM MoyTe
(cnama). NucbMa HasBaHbl Tak NOTOMY, YTO LUMPOKOE PaCnpOCTPaHEHNE AAHHbIN
BMA MOLLUEHHMYecTBa Nonayynn B Hurepmu, npuyem ewle 00 NOABNEHUA UHTEp-
HeTa — B TO BpPEMs MOLUEHHUKM [eNCTBOBa/M C MOMOLLb0 OObIMHOM MOYTbI.
CerogHA «HUrepuncKMe» MMCbMa MOXKHO MOMYYUTb M U3 ApYrux adppUKAHCKMX
CTpaH, a Tak¥e u3 AHraum, Nonnangun, Mcnanmm, OA3, CLLUA n garke Poccun.
MoLLEHHMKK, KaK NpaBu/io, NPOCAT Yy NosyYaTeNa NMCbMa NOMOLLM B COBEPLUEHNM
MHOIOMU/IIMOHHBIX AEHEHbIX onepauuii, obellan 3a Hee ConaHble NPOLEHTDI.
3To MOryT BbITb, HANPUMeEp, pasnnyHbIe Aena Mo noJlyYeHnio aapecaToM Hacnen-
CTBA, WM NPOCbObl MOMOYb C BAHKOBCKUM MepeBOAOM 3a FpaHuLy, Uan npeano-
YKEHMA 0 Mony4YeHUn AeHer ¢ 6AaHKOBCKOro cyeTa YMEpLUEro KneHTa, KOTOopbli



3HAHUE — CUNA: 3ALLNTW CEBA U BJIN3KMX OT MOLWEHHNYECTBA HA ®VMHAHCOBbIX PbIHKAX

MO KaKOMy-TO 4YyAeCcHOMY COBMafeHuo ABnAAeTcA oAHodaMuibLeM agpecaTta.
Ecnm nonyyatens nmMcbma cornawaeTcA NoMoYb, Y Hero MOCTENeHHO BbIMAaHU-
BAOTCA KpYMHble CyMMbl eHer AKobbl HA odopMeHne caenok, ynnaTty cbopos,
B3ATKN YNHOBHMKAM, @ MOTOM U WTpadbl.

Mpobnema cocTouT B TOM, YTO B AAHHOM CJly4ae y MOLWEHHWKOB BCe Mpoay-
MaHO [0 Mejloyelt: y HUX ecTb oduchl, paboTarowmin GaKkc, COOCTBEHHblE CaNThI,
CBA3M C NPaBUTE/IbCTBEHHBIMM OpPraHn3auMaAMK, U NMoMbiTKAa nosyyaTens ncbMa
NMPOBECTV CaMOCTOATE/IbHOE pacciiefoBaHNe He OBHapyKMBaeT NPOTUBOPEYUN
B flereHse.

HecMOTpA Ha TO 4TO Ha MPOTAXKEHWM MHOMMX NeT B CpefcTBax MacCOBOM
MHbopMaLmm NoapobHO paccKasbiBaeTcA O AaHHOM BMAE MOLLEHHMYeCTBa, Mac-
COBOCTb PACCbI/IKM NPUBOAUT K TOMY, YTO 3/1I0YMbILLSIEHHMKM HAaXO4AT BCE HOBbIE
M HOBbIE ¥KepTBbl, KOTOPbIE OTAAT MM KPYMHble CYMMbI EHET.

B uenoM MOMHO BblAENUTb 06WME OCOBEHHOCTU «HUFEPUACKMX» MUCEM
M No60Oro MOLIEHHMYECTBa, CBA3AHHOIMO C BbiMaHMBaHWEM [neHer. Bo-nepsblx,
MOYTM B KaXOOM C/lydae eCTb OLlyLleHue, YTO BCe HAAO0 AeNnaTb «CPOYHeNLIUM
obpa3om». YnomMmnHatoTca dopc-MarkopHble 06CTOATENbCTBA, A B TeMe NncbMa
MULYT «CPOYHO, OYEeHb CPOYHO». Bo-BTOpbIX, B HOMBLUIMHCTBE C/ly4aeB Koppe-
CNOHAEHLMA OTNPABIAETCA N0 GaKCy UM Yepe3 INEKTPOHHYI0 NoYTy. B-TpeTbux,
3/10YMbILLNIEHHVUKN UCMOMb3YIOT Pa3fINiHbIe CCbITKM HA PA3HOr0 poAa AOKYMEHTD,
neyaTHble W34aHWA, 3aKOHOAATEeNbHble aKTbl, MPU3BaHHbIE Bbi3BaTb AOBepue
HepTBbl. B-ueTBepTbiX, BCAYECKM MOOYEPKUBAETCA SUTAPHOCTb, 3KCH/IHO3MB-
HOCTb npeanaraemMoi cxembl. [peagnorkeHne NCXoamT AKOObl OT BbICOKOMOCTaB-
NeHHbIX YMHOBHWKOB, BAOB MNOIMTUYECKUX NMAEPOB, PA3/INYHbIX HAC/IELHUKOB
M Tak ganee. ['0BOpUTCA, YTO BaC KaK 4efioBeKa OYeHb HAOEeHHOro M 4ecT-
HOMO pexkoMeHOoBasl OA4MH Ball 3HAKOMbIN, MOXenaBlMi OCTaTbCA HEU3BECT-
HbIM. B ncbMax npakTuyeckn Bcerga purypuvpytoT 6onblime cyMMbl feHer: oT 10
no 80 mnH $ CLUA. MonyyaTtento npegnaraeTca COTPYAHNYATb 3@ KPYMHbIA Npo-
LeHT (o 30% oT obLueit cyMMbl). HaKkoHeL, MOLWEHHUKN aKLEHTUPYIOT BHUMaHKe
HepTBbl HA KOHOMAEHUMAIBHOM XapaKTepe CAe/KN, He CKpbIBaA ee HeNernTuMm-
HoCTW. Bce 3To Hy*KHO AnA Toro, 4Tobbl Nocne ycnewHon adpepbl NOCTpaaaBLIMNA
He noberKan ¥anoBaTbCA B MOMMUMIO U3-3a CTpaxa ObiTb Y/IMYEHHBIM B HE3AKOH-
HbIX onepaumsx.

Jlydwmin cnocob m3berkaTb HENpPUATHOCTEN, CBA3AHHBIX C MOCAeACTBUMAMM
o0LeHNA M B3aMMOAeNCcTBUA C NOAOOHBIMU MOLIEHHUKAMW, — WFHOPUPOBATb
MX NMMCbMa, HeMeaNleHHo yaanas 6e3 oTeeTa.

[NMCEBOOBPOKEPBI N NMCEBAOOANJIEPDHI

MoOLLEHHMKM perynapHO npeaiaratloT KiMeHTaM BpoKepckue wnm aunepckmne
yC/yru, C NOMOLLBI KOTOPbIX AKOObI MOMKHO NMPUYMHOMUTb CBOW KanuTan u ocy-
WeCTBUTb BbICOKOAOXOAHbIE MHBECTULUW, HE UMEA MPU 3TOM HUKAKOro OTHOLLe-
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HUA K peajibHbIM BpoKkepaM U aunepaMm, a TaKHKe NIMLEH3MN Ha OCyLLeCTBeHWe
Takon fenaTenbHOCTU. VX uenb — BbIHYAUTb KNMEHTA NepeBecTU UM [AEeHEHHble
cpencTsa.

K 0CHOBHbIM npmnemMam MOLEeHHNKOB MOHHO OTHeCTW:

- BbiBOog pgeHer uyepe3 noBbileHWe TOproBoro cratyca. Hanpumep, Knn-
eHT 3aperncTpuMpoBasiCA Ha caiTe TOProBOM MAOWAAKM MO GUHAPHBIM
OnuMoHaM, NMOMoJSIHUA CBOM 6anaHC M Nony4nn yBeaoMeHEe O MoayYeHUH
«BOHYCHbIX f0X0A0B». OHAKO ANA BbIBOAA 3TUX AEHEr K HeMy npeabss-
NAT TpeboBaHMe 0 NOBbILEHUM CBOEr0 TOProBOro CTaTyca, a UMeHHO Mpo-
CAT BHECTW OOMNONHUTENIbHYI0 CyMMy. B nTore KnneHT BHOCUT BCe 6osbLue
n 6onblue CpefcTB, HO Tak M He MOJly4aeT BO3MOMHOCTM BblBECTM CBOM
LEeHbrn. M3 peanbHon ke 6POKEepCKON MM OWUNEPCKON KOMMAHUN KIMEHT
BCEra MOMKeT BbIBECTU CBOM CBOOOHbIE [eHeKHble cpeacTBa 6e3 Kakumx-
60 AOMOSTHUTENBHBIX BIOHKEHW.

- lpocbba nepeBecTn AeHbrM Ha KapTy (WM INEKTPOHHbIN KoOLLenek)
TpeTbemy nuLy. 3anoMHUTe, YTO peasibHble BPOKepCKMe N AuNepcKue
KOMMaHWM He NPOCAT NepeBecTn CpeacTBa Ha KapTy TpeTbero nuua. Ecim
Bbl BbIMOJIHATE TaKOW NepeBof, 0T03BaTb CPeACTBA OYAET yrKe HEBO3MOKHO.

- JloroBop y4acTtua B notepee unu Aorosop-napu. KAMeHT HeBHUMATE IbHO
YMTAEeT AOrOBOP, KOTOPbLIV NOANMUCLIBAET C AKOOLI BPOKEPCKON KOMMAHMEN,
M KOrga OH MblTaeTCA MOJyYnTb CBOU OeHblM, KOMMAaHWA OTKa3biBaeTcA
NX BEPHYTb, CCbIIAACL HA J0r0BOp, rAe YKa3aHo, YTO K/IMEHT y4acTBOBa
B /loTepee Uan napu, NpUYeM 4vaule BCero 31a UHGopmaLuma nponucbiBa-
eTcAa MenkuM wpudTom. lonyyaeTca, YTO KANEHTY «MPOCTO He MOBE3/0»
M OH NMpourpan cBou AeHbru. [na Toro 4tobbl n3berkaTb Takon CUTyaLmMW,
BHMMATEJIbHO YMTaNTe 40roBopbl, KOTopble Bbl nognucbiBaeTe. MNpu Nobbix
COMHeHUAX bepuTe BpeMAa Ha bonee OeTanbHOe M3y4eHWe [OKYMEHTOB
N MO BO3MOMHOCTM 3HAKOMbTECb C HUMW B CMOKOMHOW AoMaluHen obcTa-
HOBKe, Npuberasa Npu HeobXxoAMMOCTM K KOHCYNbTaLMK lopUcTa.

[MoMHUTE, ecnn OeHbrM nepeBefeHbl B KOMMAHWMIO, 3aperncTpyMpoBaHHYIO
Ha TeppuTOpMKM APYroro rocyaapcTsa, TO Copbl NPUAETCA pewaTb B €ro npaBo-
BOM MoJie, TO eCTb B ApPYron CTpaHe, Tak KaK POCCUIACKME 3aKOHbl HA 3TN KOM-
NaHUM He pacnpocTpaHATcA. Ecnm cnyyanoch Tak, 4To Bbl BCe-TaKM NepeBenn
[AEHbM Ha CHET KOMMAHUM 3/10YMbILLNIEHHUKOB, 6aHK CMOMET BEPHYTb MX TOIbKO
B C/ly4ae Corniacua KOMMaHuM, Ha YTO PaccUMTbiBaTb HE MPUXOAUTCA.

[insa Toro ytobbl M3beKaTb BCTPEUM C MOLIEHHMKaMK nodobHoro tmna, ybe-
ANTEeCb, YTO Yy BbIOPAHHOM BaMu KOMMaHWM eCTb JIMUEH3UA Ha ocyllecTsie-
HUe BpPOKepCKON UM AnnepcKol aeATenbHoCcTU. MepeyveHb POCCUNCKUX KOMMA-
HWI, Y KOTOPbIX eCTb COOTBETCTBYIOLWAA MLEH3UA, NpeacTaBneH B CnpaBoYHUKe
YYACTHUKOB PUHAHCOBOrO pblHKa Ha canTe baHka Poccuun. Kpome Toro, nocta-
paniTecb HAMTN O0T3biBbl HA NPOPUIbHBIX carTax/popyMax O HyHHON BaM KOMnMa-
HUW 1 pa3y3HaTb O peasibHOM OMbiTe B3aMMOLENCTBUA C HEM.
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OMNPOCbI, KOHRYPCbI, PACTTPOOAMRN

[oBonbHO Yacto B CMC-co06LeHNAX, 3NEKTPOHHbBIX MUCbMAX MOMKHO MOJly-
YNTb NPENOKEHNA MPOMTN ONPOC/aHKeTMpPOBaHWe ¢ obelaHneM Noay4nTb 3a 3TO
rapaHTMpOBaHHbIA Npu3. Mpn oTBeTe Ha TaKoe COObLEHNEe UK Aarke 3BOHOK
MOLLIEHHWKM LONr0 paCcCKa3blBaOT O KOMMaHUK, onpoce, Harpage, a NoToM npea-
naralT KINEHTY NoATBepAMTb CBOK JIMYHOCTb, FParOaHCTBO, MECTO uTesb-
CTBQ, NPefoCTaBMB A1A NOyYeHMA Npu3a onpeaeneHHyo MYHY0 MHGOopMaLmio:
yaule BCero AaHHble 6aHKOBCKOM KapTbl. [10ABOX COCTOMT B TOM, YTO 3/10yMblLU-
NEHHVKM NoA pa3HbIMK NMpeaioraMn HaCTaMBatloT Ha CNMCAHMK C KapTbl Hebonb-
LLION [eHeXHON CYMMbI, MOXMLLAA MpU 3TOM BCe UMEILLMECA Ha Hel cpencTBa.
B opyrom BapraHTe MOLLEHHWKN NPOCAT NepeBecTn AeHeXHble CpefCcTBa Ha Apy-
FYI0 KapTy B LeNnAX NOATBEPHAEHUA ee HAJIMUYUA Y HepTBbl WU OCYLLEeCTBUTb
rapaHTUPOBaHHbLIM NNaTeX A51A pe3epBMpOBaHMA TOBapa.

[lnAa Toro 4Tobbl He CTaTb *KEpPTBAMW TaKUX MCEBOOPO3bIrpbillel, Heobxo-
AMMO MOMHWUTb O TOM, YTO HACTOSALLME KOMMAHMK, NMPOBOAALLME OMPOChI, HEe Mpo-
CAT NepeBecTU UM NpeaBapuUTeNbHO AeHeKHble cpeacTaa. Jloboi nnaTex He3Ha-
KOMOV KOMMaHUM UIN YenoBeRy O0/HKeH 6biTb 060CHOBAH.

PABOTA B CETV N MOLLEHHWHYECTBO
C JOCTABROU HA 1IOM

B uHTepHeTe, a TakKe B pa3/IMyHbIX pacchlfikax MOMHO MOYYUTb NpPeanore-
HUA yaaneHHoW paboTbl C BO3MOMKHOCTBIO BbICOKOrO 3apaboTka. Kak npaswmno,
B OMMCAHMN BaKaHCMK 0COO0 MOAYEpPKMBAETCA, YTO COMCKaTeNto He TpebytoTcA
cneunduyecKme 3HaHWA, OH JOTKeH byaeT NponTh 0byyeHne, Ana Yero eMy Haao
npuobpecTn cneumnasnbHble MaTepuanbl MO0 NoyuUMTb 6a3y AaHHbIX KITMEHTOB.
[lnAa 3T0ro HEO6X0ANMMO HEMHOIMO 3anNaTUTb 3a NOYTOBbIE pacxodbl, MOArOTOBKY
6a3bl JaHHbIX, 00yY4Y4EHWEe WM YTO-TO €elle W TOMbKO MOCie 3TOro MpUcTynaTthb
K paboTe. EcTecTBeHHO, YTO MocC/ie nepeBoAa AEHEMHbIX CPeACcTB MOLIEHHUKN
ncyesalor.

[lpyroii pacnpocTpaHeHHbIM BapuaHT Takoro MOLLEHHUYECTBA MOXKHO BCTpe-
™MTb odnariH. Hanpumep, n3BectHaa dbupMa pacluMpseT CBOK CeTb M HaHUMaeT
COTPYAHMKOB (MOXHO C MHBA/IMAHOCTBIO) Ans paboTbl HA AoMallHeM TenedoHe.
K KaHamaaTy npuesaeT «NpeactaBuTe b GUPMbl» U MPOBOAUT 3K3aMeEH, KOTOPbIi
NpoxoaAT abCconoTHO BCe KaHamAaaThl. MNepen 0Tbe340M OH OCTaBAAET Y COMCKA-
TenA Kakne-nmbo Beluun: Habop 06pa3LoB NPOAYKLUM, MHCTPYKLUMKU ON1A 06LeHNs
C KAMeHTamu, TenedoHHble CMPABOYHMKM M MOJyYaeT 3a HWUX 3anor — 06blYHO
nopagka 1000-5000 py6neid. MNocne yero ncyesaeT HaBcerga.

HactoAwue pabotopatenn nepel TPYLOYCTPOMCTBOM He TpebyioT MpoOnTu
nnaTtHoe oby4veHune, KynUTb UX NPOAYKLMIO, ONAATUTb TPYAOYCTPOMCTBO.
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Mpexae YeM HauMHaTb OOLLEeHMe C NobbiM paboTodaTeneM, 3ananTe Ha canT
€ro KOMMaHuM, O3HAaKOMbTECb C OT3blBaMU O Hel, cobepute uHbOPMALMIO
0 peasibHOM OnbiTe B3aMMOAENCTBUA C 3TOM KOMMNAHWEn, Ucnonb3ya npobub-
Hble canTbl n/unn Gopymbl.

CnyyaeTca, YTO 3/10YMbILLIEHHWKM MaCKMPYOTCA NoA coumanbHbiX paboTHK-
KOB U1, MPUX04A NMoA UX BUAOM B [OM, HQ4YMHAIOT paccKka3biBaTb O HOBOM JleKap-
CTBe A/1A NMEHCUOHEPOB MO IbrOTHON LieHe nnv npubope, ynyydllatoLeM, CKarHKeM,
paboTy cepaua. KoHeyHo, ero MoXKHO NMpuMobpecTn B paioHHOM LEHTPE Couu-
aNIbHOW 3alMThl, HO TOrAa NpUAeTCA AOMro *AaTb, @ BaM MOBE3/0, U Bbl cenyac
e ero nonyumte co cknaron 90%, roBopAT oHW. Kak npasuno, npegnaraemMbii
MOLLEHHUKaMM TOBap He CTOMT 3anpalumMBaeMbixX 32 Hero JeHer, 3a4acTyto Yeso-
BEKA CKJIOHAIOT K 3aK/I0YEHWI0 KpeaUTHOro LoroBopa Un Aarke 06BOPOBbLIBAIOT.

[inAa Toro 4tobbl HE CTaTb KepTBOM MOAOOHBIX MOLIEHHUYECKMX CXEM, Heob-
XO0OMMO MOMHUTb, YTO ObICTPbIA 3apaboToK, Nerkue 6GonbluMe OeHbru, CTaBKM
no BKknagam B 10 pa3 6onblue, YeM y ntoboro 6aHKa, pabota 6e3 obpasosa-
HMA 1 HaBbIKOB, OMPOChHI, I0TEepew, AelleBble leKapCcTBa M ToBapbl, OKa3asLuMeca
BHE3arnHO Ha mopore Ballero AoMa, — OYeHb YacTO CTAaHOBATCA MpUMaHKaMu
0N 0OBEepuYMBbIX rparkaaH. He Tepaiite 6QuTeNnbHOCTM M He crnelmnTe paccra-
BaTbCA C geHbramu!

3ARTIOYEHUE

B 3akntoueHve, ewe pas obpaTvmM BHUMaHWe Ha npaBuna GpuHaHcoBoON bes-
OMACHOCTW, KOTOpble MOMOryT BaM 3alUMTUTLCA OT AEWCTBUA MOLUEHHVKOB
Ha GMHAHCOBOM pbIHKeE.

Mpu coBeplueHnn NoboM onepauum C KapToW MM OeHEeXHbIMU CpeacTBaMu
npoAyMbiBanTe CBOU OEWCTBUA N YYUTbIBAUTE BO3MOMHbIE OeNCTBUA MOLLEHHU-
KoB. He ocTaBnaiTe KapTy 6e3 nNpucMoTpa, He nepeAaBanTe ee HUKOMY U TeM
6onee He coobwarite MMH-Koa, ogHOpa3oBble Napoan 1 Apyryto nHbopmaLmio,
nosy4aemMyto Bamu oT 6aHKa no TenedpoHy, B CMC-coobLLeHNAX UM MO IN1EKTPOH-
HOM MoyTe, JaXe CBOUM OM3KMM pOACTBEHHMKAM, He rOBOpPSA YKe 0 Apy3bsAx,
3HAKOMbIX W MPOYMX TPeTbUx Nnuax. NMoMHUTE, YTO COTPYAHMK BaHKa He uMeeT
npaBa CnpalumnBaTb HA HOMep Ballen KapTbl, H1 TeM 6onee NMNH-Koa vnv naponw,
npuwewme B CMC-coobuennax. Mpu nobbix npobneMax ¢ KapToi, COMHEHUAX
WM NOAO3PEHUAX B €e KOMMpOoMeTauumM CPOYHO CBA3blBalTeCb C 6aHKOM-3MU-
TEHTOM Mo TeflepoHaM, yKa3aHHbIM Ha 060pOTe KapTbl MM HA CaNTe HYrKHOM
KpeauTHOW opraHu3aumn. Mcnonb3yinTe 6aHKOMATbI, YCTAHOBNEHHbIE B 6e3onac-
HblX MecTax. He npeHebperaiite KOMMblOTEpHOM 6€30MacHOCTbIO: YCTAHOBUTE
AHTMBUPYC, He OTKPbIBanTe darisibl, CCbIIKM U3 HE3HAKOMbIX UCTOYHUKOB.

OcMoTpuTenbHO ucnonb3yite nybnnyHbii Wi-Fi. He nepenaBaiite KoHpuaeH-
LmManbHyo nHGopmaumio (naponu, 6aHKOBCKME AaHHbIE U TaK Aasiee), N0 BO3MOMK-
HOCTW UCNOJNb3yWTe BUPTYyasibHble YacTHble ceTu (VPN), nogrntoyanTech TObKO
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K TeM caiTaMm, KoTopble UCMOSb3YOT 6€30MacHbIN NMPOTOKON (3TO MOXKHO YBUAETb
no Hanuuuio https B Hayane Ha3BaHWA caliTa B aApecHON CTpoKe bpay3epa).

ObpawainTe BHUMaHMe Ha coobleHna 6pay3epa o 6e3onacHocTy. CKaunBanTe
TONIbKO HEOo6XoAVMble MPUSIOMKEHUA U3 U3BECTHbIX UCTOYHMKOB. OduumanbHble
MHTEpHeT-MarasuHbl NpUHUMAlOT onpedesieHHble Mepbl AN NpefoTBpalleHun
pacnpoCcTpaHeHWsa BPeAOHOCHbIX MPOrpamMMm (X0TA M He BCerga YCheLHo), 1 Bbl
MOKeTe NMPOoBepUTb OT3bIBbl APYriX NOJb30BaTeNel, Nperae YeM pewmTe ycTa-
HOBUTb MPU/IOMEHNE UM €C/IN 3AMETUTE YTO-TO NOA03pUTeNbHoe. Ecnm Bbl CKa-
ymBaeTe NpuIoKeHne ¢ HeodMUMANbHOrO caiTa M yCTaHaB/IMBAETE ero Ha CBoe
yCTPOWNCTBO, BEPOATHOCTb TOMO, YTO MPWUIOKEHNE MOMKET COepHaTb BPeaoHOC-
Hble MPOrpamMMbl, 3HA4YMTEIbHO BO3pacTaerT.

C OCTOPOKHOCTbBIO NOAXOANUTE K N0OBIM PUHAHCOBBLIM CepBUCaM, TPEOYHOLLIM
BBOJA OAHHbIX Balleil KapTbl, CYeTa, NMepCoHasbHbIX AaHHbIX, AAPecoB, Tese-
$oHOB, 0COO6EHHO eCc/in 3TO CBA3AaHO C KAKMM-TO BbIMMPbILLEM, NPOMOAKLMAMM
M MPOYUM.



o Bonpocam GpUHaHCOBOW rPaMOTHOCTH:
fingramota(dcbr.ru

Cant baHka Poccuu no ¢unHaHCOBOM rpaMoOTHOCTK:
fincult.info

KoHTakTHbIW LeHTp Bbanka Poccuu:

8 800 300-30-00

[ﬂ,flﬂ BecnnaTHbIX 3BOHKOB M3 pernoHoB POCCMVI]

NHTepHeT-npuemHan baHka Poccun:
cbr.ru/reception



